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ABSTRACT: 

This research paper is basically exploring the factors influencing the adoption of electronic voting process in the democracy of Pakistan and to identify its ethical concerns. This research covers the ethical issues and discuss weaknesses, potential harms and benefits, of e-voting in this scenario different questions related to electronic voting system  were faced that flow from voting till completion in modern democratic system. The strategies are also discussed that will help in conducting the e-voting systems security that may lead to influence the outcome of election, while discussing this we have to indicated the security flaws of the e-voting specially for the purpose when elected officials authorize review of it, use of strong incentives to reduce the problems and came in a position to exploit the knowledge about unfair weaknesses, this research paper identifies the specific defects leading to the tomorrow to a false sense of security, especially after those problems has been resolved? In this paper author has conducted a survey which basically focus on the user-friendly system for e-voting, my contribution in this paper is that I have conducted a research survey based on these I have formulated following results.
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1. NTRODUCTION

Voting is a common practice in almost every country’s democracy. The paper voting is a common method used in the elections. It has been emerged as a system where they count the votes casted manually by hand using the ballot paper mechanism; this counting requires a manual ballot material that represents voters' intent physically. The results can be used then individually tabulated, such areas in which they use mechanical systems or sorting mechanism, although this kind of majority voting system is dominant electoral systems in most countries, it is not without problems. Often, the election results are followed with claims of fraud in the elections process or because of procedural errors in counting or voting itself. In recent years, many of the incidents and problems in the electoral process are documented. Other defects of manual voting include slow calculation and disclose the results of election before specified time.

Electronic voting technology (also known as e-voting) offer advantages compared to other voting techniques, it can speed up the vote casting and counting of ballots and can provide improved access to the voters having disabilities .The electronic voting is being used universally, examples of electronic or Internet voting 
in the many countries, including the United States, Australia, and the European Union. In the Middle East, took modest attempts to use electronic voting place, Kuwait has also used this system in recent parliamentary elections 2005, but faced a 
number of problems and stopped trying since then. Despite the fact that the application of an electronic voting system is used to overcome a lot of paper voting systems issues, and other problems relating to security, usability and credibility still exist. Since electronic voting is relatively new and immature. 
There are a number of experiences and lessons that can be learned. For example, the number of documented problems of electronic voting reported since the 2000 presidential election [1] over the past several years, researchers conducted a computer security more important than a dozen studies of the weaknesses in electronic voting systems. Like many computer security studies, these projects have focused on identifying problems and actual technological solutions. After all voting holds a special place in the public life of democratic integrity and is the common interest of all citizens and analyzes the security of voting systems can be the formation of a democratic state and perceived legitimacy. In this paper, in this research basically aims to identify and to describe some of the moral choices that are certainly relevant to analyze the security of electronic voting systems.

2.0      Methodology:
In this paper I have applied  Qualitative approach’s type questionnaire and conducted a survey, In this scenario the e-voting communities have been gathered to tackle the challenges of it including different legal experts, officers, technical persons, Govt. officers and other officials by using quantitative research approach.
2.1.   Classification model:
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In the above given diagram  it is clear that the model can convey the idea of ​​dividing the whole multitude and variety of challenges for a more efficient use of electronic voting technologies in political contexts legally binding in three main groups (layers) as politics and attitude, Operations and management and infrastructure and technical procedures.
3.1.   Operations and management

· Project Management:

The management of the e-voting application project is very complex and during implementation phase may cause errors when integrating various systems into several aspects.
· Legal Regulation:   
Though e-voting system has been developed but there still need of a strong legal framework and also the amendments of any law related to e-voting is a lengthy procedure.
· Privatization of elections:
As private companies are the technical owners of the e-voting system therefore lack of confidence can be shown by some political parties as well as government official.
· Benefits and cost:
The implementation cost of this project in elections is very high and short term returns are uncertain.
3.2.   Infrastructure and technical procedures
· Voter identification:    








The most important aspect of the e-voting is of creation of system of digital electronic ID card identity system but it is costly and time consuming task
· Digital literacy:   

For the digital literacy system there should be trained staff that can assist the vote casters remotely without any discrimination.
· Verification of votes: 







Verification of votes plays major role in the any democratic system and verification required a technical understanding which is still pending in real lives.
· Free and secret voting:








Free and secret voting totally depends upon the voters will and he has been provided the free atmosphere of playing his role 

· Security of information assets:








Some malicious software or virus or any other activity can affect the integrity of e-voting, such as changing of voting information or denial of service.
3.3.   Politics and attitude

· "Democratic literacy":    








The electronic voting system can abolish the traditional voting norms like a collective action, socialization, rallies and civic rituals.
· Campaign concerns:








The charm of traditional voting is that there is enough time for debate consultation and campaigning about their political moves which can be change by electronic system.

· Lack of overall trust:







Corruption is the main issue that can arise by using electronic voting and hence the lake of citizens trusts in institutions.

· Dematerialization of votes:









The inability to see and touch the ballot and fully control the vote casting act during remote e-voting adds to the overall suspicion and speculation.
3.4
Survey results:



Basically this research paper focuses the e-voting system and introduces the e- technology to the people, a survey has been conducted and following results were got accordingly, most of the end users want to have electronic voting system comparatively to the traditional paper voting due to certain reasons. The reasons may be extra genius influences to the common people while attempting the right of vote casting and other reasons play the major role in disturbing the will of common people.
THE QUESTIONS WHICH ARE ASKED IN THE SURVEY ARE:

1. Do each user hold an authorize A/C for E-Voting?

2. Should it be compulsory to very user by the Original ID?

3. Is it compulsory to have vote count on each E-Voting booth?

4. In Pakistan do you want e-voting machines to implement?

5.  Is the use of “Thumb impression” necessary in Pakistan?
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CONCLUSION:

In this research paper it is tried to solve out the problems relating to electronic voting system and to tackle its security problems which are resembled with remote electronic voting and tried to optimize the solution. In this study the use of classification model depicts many of the challenges for the implementation of electronic voting system to be more successful as a three layer pyramid  architecture shown in  (Figure 1), the execution of remote electronic voting system will more beneficial and useful. In this context as more resources will be allocated to the professionals for their professional trainings and literacy of elections commissions hence the results will be more fruitful. More resources should be allocated for professional training and for educating the members of election commissions and authorities as well as other personnel those are concerned with these projects. Distant E-voting may be beneficial as compared from closer integration with other electronic “Fair risk assessment and rational concessions can be helpful in mitigating security concerns pertinent to remote electronic voting” [3].Yet it is under discussion that what will be the standard way that the this system covers all the aspects of the human cast and religion system under one umbrella. So there should be one unified system that covers all the aspects of standard without any human discrimination.
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